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Group Support for the Board’s Involvement in a Smart Security
Decision-making Process

Decision making during business meetings is an
elusive phenomenon1 for a couple of reasons.
Business meetings have been defined as “…a
gathering where people speak up, say nothing, and
then all disagree.”2 In general, the main objectives of
meetings are to facilitate and enable decision makers
in exchanging knowledge, discussing complex topics
and monitoring large projects, and this all happens
under pressure and amid uncertainties.3
Within the domain of information security,
boards become more exposed due to expanded
regulations, an escalating external threat
environment and the complexity of IT on which
organizations increasingly rely. All these factors
drive increased focus from boards and executive
management and the requirement for information
security to integrate more widely into the business.
This seems a challenge, since information security
is perceived as a complex, IT-only subject and
decisions are made in IT silos under pressure.4 The
result is an unbalanced engagement of the relevant
participants and, potentially, poor decision making.
This poses a risk to organizations.
These pressures and uncertainties often result in:
• Cost to the business in man-hours due to
prolonged decision making
• Business risk due to delayed actions as complexity
causes paralysis
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• Increased risk of making bad decisions due to
complexity
The impact of these three factors on the future of
organizations can be dramatic for the organization
and its leaders. In contrast, getting these decisions
correct and making them in a timely manner can
provide a tremendous strategic advantage and
secure the future of a business. This can be referred
to as business information security (BIS). This
article addresses the major takeaways of efficient
meeting facilitation and decision making based on
practical and academic insights. Focusing on boards
and executive management, including the chief
information security officer (CISO) and the chief risk
officer (CRO), to increase efficiency in meetings and
engage important stakeholders at all levels helps
gain a mutual level of knowledge and meaning to
increase impact and BIS effectiveness.

From IT Security to Business
Information Security
Security is still seen as a technology-specific topic,
not a wider business issue,5, 6 undeservedly, because
the scope of information security is much broader
than just IT.7, 8 In particular, this can be a challenge for
mid-sized organizations.9, 10, 11 The lack of knowledge
on information security can be addressed by adopting
an appropriate framework; however, successful
adoption requires strong engagement with multiple
parties involved in business processes throughout the
decision-making process.12, 13, 14
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The information security and risk management
domains are largely managed by professionals who
are well educated in IT, security or other related
topics. They often receive only limited training in
business management principles and, therefore, it
can be challenging to find a fruitful balance between
content and process.15 As a result, most meetings are
managed based on the content instead of the process
and, therefore, are derailed. This can result in meeting
outcomes that fall far short of the desired objectives.16
Meetings without a steering process may lead
to participant disappointment.17 To avoid this
disappointment and increase the effect of
collaborating toward predefined targets, meeting
software can be employed to help facilitate goals
achievement. According to a longitudinal study on
900 meetings, a 56 percent savings in man-hours
can be achieved with the use of this technology and
an experienced facilitator.18 Given that the average
manager spends 25-80 percent of his/her time in
meetings, the companywide savings are easily
calculated, and the quality of the decision-making
process enhanced.19
Thus, information security requires a
business-oriented approach that involves multiple
parties at all levels.

Introduction of Group
Support Systems
Group support systems (GSS) facilitates the effective
collection, organization, evaluation, cross-impact
analysis and reporting of data20 with the assistance of
a group moderator. GSS can help to resolve subjective
dilemmas among participants such as culture,
attitudes or hierarchic relations. Because GSS support
anonymous participation in meetings, individuals are
more willing to be open and transparent. This enables
ideas to be judged based on the content rather than
origin. It also addresses the differences between
introverted and extroverted participants, an issue
that is seldom discussed, but is a dominant factor in
meeting effectiveness as it impacts both process and
content and, therefore, the eventual outcomes. The
role of the facilitator is to acknowledge these different
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participants’ characteristics prior to and during the
meeting.
GSS require the establishment of a predefined
agenda for the meeting and prompt the facilitator to
analyze in advance the topic, the group composition,
and differences in participants’ issues and interests.
This enables the facilitation of the meeting to align to
the desired outcomes. The role of the facilitator is to
make sure everybody has a voice in the meeting and
to stimulate a free-flowing discussion throughout the
processes displayed in figure 1. The facilitator must
help members share their experiences, elicit the
views of all participants, keep group members on
track and capture responses.21

Because GSS support anonymous
participation in meetings, individuals
are more willing to be open and
transparent.
This calls for the facilitator to possess certain core
competencies, including:
• Generating new data from the participants, thus
creating awareness and transferring knowledge
• Testing assumptions
• Sharing relevant information (knowledge) with
the participants
• Using specific examples and agreeing on the
meaning of important terms
• Explaining reasoning and intent
• Focusing on professional, not personal, opinions
• Combining advocacy with inquiries
• Jointly designing next steps and ways to
test disagreements
• Discussing “undiscussable” issues (barriers)
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• Ranking outcomes (parameters or
intervention candidates)
• Comparing outcomes and discussing variables
(double-loop learning)22
The acceleration of the meeting is achieved by
the collective and simultaneous discussion, so the
size of the group does not negatively influence
the meeting’s duration. On the contrary, larger
groups can influence the quality of the meeting
and decision-making process.23 The results of the
meetings are directly processed and, therefore,
visible on the participants’ screens, which enables
double-loop learning.24 The data are directly reported
in an understandable and attractive format.

The use of GSS
software enables
complex and
knowledge-intensive
decision-making
processes to be
carried out faster and
more efficiently.
Everybody Has a Voice
GSS, which have made a tremendous contribution to
knowledge sharing over the last 15 years,25 are often
used to diverge or to converge individual standpoints
in the decision-making process. The use of GSS is
highly efficient, effective and user friendly.26, 27 The
Dutch Police Academy conducted 45 GSS sessions
from 2005 to 2011, in which 763 employees of the
Dutch police participated28 in intelligence gathering
for cold cases.29 This large-scale longitudinal GSS
research showed the potential of GSS as a facilitating
system and methodology for capturing data and
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knowledge sharing, and reusing previous collected
knowledge that was initially implicit and was made
explicit through group discussion and thinking.30
During sessions in which the authors have facilitated,
the early engagement of senior management is
addressed by the participants as a prerequisite to
improve the maturity of BIS.31 Discussion is targeted
to the specific underlying problems with which
BIS is coping.
The first is a sense of urgency within the boardroom.
The second is ad hoc approaches to solving
problems. GSS can bridge this gap in two ways:
1. By making the problem explicit based on theoretical
constructs and concepts thereby creating a sense
of urgency on the magnitude of the problem
2. By establishing awareness and a mutual level
of knowledge among those involved with the
problem (object and subject) to stimulate group
dialog and facilitate socialization,32 thinking,33
discussions34 and using the decision-making
process for strategic planning,35 e.g., improving
the maturity of BIS36
Figure 1 displays the flow of the GSS process of
decision making.

Figure 1—GSS Decision-making
Process Flow
Inventory
Categorization
Prioritization
Decision
Making
Source: Y. Bobbert and J. B. F Mulder. Reprinted with permission.

Thus, technology and proper meeting facilitation can
help with common pressures and uncertainties, such
as the absence of “evidence trailing.” Collecting,
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storing and “trailing” during the decision-making
process the information about who made which
decision based upon what evidence may seem
rather complex, but it does not have to be, since
contemporary technology can facilitate it. GSS
technology can record and store the entire meeting,
from brainstorming to the final decisions.
In the absence of efficient process facilitation,
meetings lack balanced engagement of all
participants and the “law of decibel”37—in which the
person dominating the meeting with his/her opinion
can influence the opinion of the group—may quickly
take over. Meetings then become subjective and
chaotic, and may lead to participants’ frustration and
impaired decision making. Managing the process
of the meeting is as important as the content, if
not more so, in avoiding this outcome.38 This is
especially the case with projects that are complex
and require a certain level of technical knowledge
and a longer time slot.

GSS in Business Information Security
Scientific research at Antwerp University (Belgium) and
Radboud University (Nijmegen, The Netherlands) has
found that the use of GSS software enables complex
and knowledge-intensive decision-making processes
to be carried out faster and more efficiently than what
is commonly experienced in business. For example,
in the areas of risk management and information
security, GSS makes it easier and swifter to arrive at
an informed decision—a primary desire within the
information security industry. A use case performed
in the health care industry revealed that GSS and
proper facilitation assisted the CISO with engaging
management and prioritizing risk and security
management activities.

Savings on Man-hours
“For example, IBM has documented, through
a cumulative comparison of person-hours
expended, a 56 percent savings attributable to
GSS use.... However, it is unlikely that a GSS,
in and of itself, is sufficient to turn meetings
into satisfying, productive events...although
the technology has matured to the point
where it is very easy to use by almost anyone,
our experience continues to confirm that the
quality of the group session is predominantly
dependent on the facilitator.”39
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Cybersecurity in the Boardroom
It is evident that boardroom involvement in
cybersecurity initiatives is essential; this is not a
new realization.40 Involvement is more than just
appointing a chief information officer (CIO) or IT
department to deal with it. Sincere involvement in
and commitment to common business management
processes, such as meetings are required, especially
since knowledge management becomes the focal
point in meetings about information security.
Making the right decisions depends on the active
generation, capture and sharing of knowledge
during meetings at the top levels of the organization,
especially during meetings that have the objective
of formulating viewpoints on items that justify the
entire decision-making process. In boardrooms,
this becomes increasingly important because the
individual board member needs to form his/her own
meaning and opinion on a certain topic in order to
make a valuable and justified decision.41
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The aforementioned university research indicates
that using GSS can make meetings about prioritizing
information security practices very productive.
“This paper describes the application
of Group Support Systems (GSS) in the
field of Business Information Security
Governance (BISG). The focus is on
longitudinal small team collaboration—
for instance within Boards of Directors
(BoD), Management Teams and groups of
experts—with large amounts of items…It
shows how GSS can play a facilitating role
in small team collaboration to process and
assess large amounts of data in order to
make qualified decisions.”42
There is an increasing demand to evaluate, direct
and monitor (EDM)43 cybersecurity initiatives at
the board level to create broader understanding of
this complex topic. The complexity, as well as the
huge number of topics related to the information
security domain, increases the necessity to create
transparency about the basic level of knowledge
that is required within boards and how to maintain
and further develop it.44 This is necessary so board
members have a clear level of understanding of what
they need to know.
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An example of topics on the agenda of a board
session on cybersecurity is displayed in figure 2.
This is a screenshot of the GSS agenda. In this
example, the board members participate in a
session to assess the asset values and score the
vulnerabilities these assets pose. The outcome is a
set of critical assets on which they can prioritize their
investments in cybersecurity initiatives. This provides
the CISO, for one, with clear direction.45

Information Security as an
Integrated Business Practice
Information security is increasingly becoming an
integrated business practice instead of just IT.
Information security academic literature emphasizes
the necessity to govern information security at
the level of the board of directors (BoD) and to
execute it (i.e., plan, build, run and monitor) at
the management level. GSS is a powerful and
novel instrument to discuss and prioritize complex
items such as information security practices. The
distilled core practices (figure 3) for BoDs, derived
via GSS, present a core set of carefully selected
and prioritized information security governance
practices and thereby reveal the power of GSS in
knowledge sharing and decision-making processes.
These strategy elements, based upon SPRM, are
successfully applied by numerous organizations.
These 10 practices function as a frame of reference
for BoDs and management teams to gain knowledge
consensus and facilitate the decision-making
process in order to improve the maturity level of
business information security.46, 47

sessions, IBM with 441 participants in 55 GSS
sessions, Nationale Nederlanden with 414
participants in 41 GSS sessions, where knowledge
management and thorough decision making on
safety and security are crucial, have successfully
used GSS.48

From Strategy to Operations
A potential use for GSS in relation to BIS could be
for organizations to apply a cyberthreat perspective
to the analysis and prioritization of BIS strategy. The
strategic forces model appears to be suitable for
use in GSS to assess the strategic cybersecurity
forces in a group.49, 50 Examples of forces can be
cybercriminals, states and terrorists. Discussing
these forces and prioritizing the necessary
measurements and investments of improvement51
can be done via GSS. For example, translating the

Figure 2—Board Agenda on Cybersecurity

In addition to use within academic environments,
GSS has proven itself in practice. For example,
hundreds of sessions at the Boeing aircraft
corporation with 654 participants in 82 GSS
Source: Y. Bobbert and J. B. F Mulder. Reprinted with permission.
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Figure 3—Top 10 Governance Practices and Critical Success Factors
for Business Information Security
#

Governance Practice and/or Critical Success Factor Description

1

Determine roles. Accountability and responsibility for BIS at the board and
executive management levels, including the role of the stakeholders

Score

2

Corporate internal communication on cyber downsides, e.g.,
cybercrime, fraud, theft, forgery, piracy, bullying. Internal communication
channels such as intranet, human resources management (HRM) letters
and workshops can be used to educate employees

3

Awareness at the board level about business risk, business-critical
information, level of IT dependency, and types of threats from outside
and inside

4

Board and senior management leadership, such as leading by good
example, having a clean desk policy, limiting personal web exposure
(personal blogging, video), and forbidding software piracy and
shredding confidential papers

5

Lessons learned. Lessons are discussed during sessions after security
incidents. Incidents are documented and reported, as well as the kind
of response made to the stakeholders and how such an event can be
prevented. These should be taken into consideration for the formulation
of a strategy.

6

Transparency. The company should also consider the need for a
confidential reporting process (whistle-blowing) covering fraud and
other risk.

10.75

7

Determine risk appetite. The level of risk and exposure a company is
willing to take when it comes to information security risk. It is used to
justify decision making on investments/insurance

10.25

8

Internal control. Processes and procedures should be regularly reviewed
to ensure the effectiveness of the internal systems of control so that the
organization’s decision-making capability and the accuracy of its reporting
and financial results are maintained at a high level at all times.

9

Regular reporting on security adequacy and effectiveness, including
regular reports from management on the program’s adequacy
and effectiveness

10

Ensuring the integrity of the corporation. The accounting and financial
reporting systems, including the independent audit, must be effective.
Appropriate systems of control must be in place, in particular, systems
for risk management, financial and operational control, and compliance
with the law and relevant standards.

11.25
11.25

11.00

11.00

11.00

10.00

10.00

9.75

Level
Governance

SPRM
Structure

Management Relational mechanism

Management Relational mechanism

Governance

Relational mechanism

Governance

Process

Governance

Process

Governance

Process

Management Process

Management Process

Management Process

Source: Y. Bobbert and J. B. F Mulder. Reprinted with permission.
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threat actors (which can be perceived as forces)
identified by the National Cyber Security Centre in
The Netherlands (figure 4) to effective measures
that protect critical assets no longer comes from
theoretical books but from the collective brain
of the group.52

Figure 4—Threat Actors
• Professional cybercriminals
• States
• Terrorists
• Cybervandals
• Hacktivists
• Internal actors
• Cyber researchers
• Private organizations
Source: National Cyber Security Centre, The Netherlands, 2015.
Reprinted with permission.

Conclusion
By making use of knowledge facilitation
technologies such as GSS, in combination with an
experienced facilitator, board members can prioritize
more effectively and meetings can become more
pleasant and efficient. The list of 10 core practices
noted in figure 3 enables boards to set strategic
directives and collect viewpoints and voices of all
parties within the business, in addition to IT. GSS
can support bringing more insights into these
viewpoints, eliciting the right level of urgency and
collecting the evidence during the meeting. This
substantiates a smart decision-making process.53
By achieving a mutual level of knowledge, directors
and managers are able to strip away the jargon of
the security professionals and focus on the essence.
This better prepares them to take the heat once
they are exposed to an escalated threat. Proven
technology and theory such as double-loop learning
provide managers with more understanding so they
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can fully take responsibility and ownership and, as a
result, perceive information security as an integrated
business practice instead of an ad hoc practice.

By achieving
a mutual level of
knowledge, directors
and managers are
able to strip away
the jargon of the
security professionals
and focus on the
essence.
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